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10.16 Data Protection Policy 

(Following guidance from Information Commissioner’s Office)
Statement of intent

Data will only be collected for a lawful reason, in a fair and transparent way.

Data will only be stored when necessary.  

Data will be stored securely, and confidentially.  

Data will not be shared unless legitimate reasons exist.  

Data will be erased after a stipulated time.

Louise Gerrard is the Data Protection Officer (DPO), responsible for monitoring data collection, storage, erasure and any breaches.

Policy statement
The only data we collect on clients is parents’ contact details and children’s progress.
Client’s personal data is generally held in locked cabinets for registration purposes OR on computer for internal use only.   
Personal data is “shared” with other agencies only with written consent – eg ATS, GCC, GCSB.  
Management are the only staff with access to the data, which is password protected.
Consent

Parents/ carers and staff are informed that their information will be gathered and stored for legitimate purposes.

The data will not be shared with another party without their express consent.

Staff data
Details of staff contact details, references, bank accounts and payments are stored in a locked cupboard in the main office.  The information is only “shared” for HMRC, safeguarding or other legitimate purposes or with written consent.

· Employment records kept for 3 years – for litigation reasons 

· Payment records kept for 7 years – for HMRC reasons.

Pupil’s data
In general children’s personal data is erased 6 weeks after the pupil leaves Ridgemount Nursery.  
This period is to allow accurate records to be forwarded to other settings and schools to which children/ staff transfer.
· SEN records kept for 1 year.

· Accident records kept until the “child” is 21 years old.

· Safeguarding records are kept for 6 years after last contact with the service.

Records of any reportable death, injury, disease or dangerous occurrence are kept for 3 years.

Whatsapp is used to communicate day-to-day running information.  Nothing of a confidential nature is put onto Whatsapp.

SLACK is used for sensitive communications.  This is a secure, enterprise-grade environment.

DATA SUBJECTS’ RIGHTS
Information held can be reviewed following the correct personal identification.  

This does not extend to 

· documentation that may be the subject of a social services enquiry or

· where it may prejudice a child’s safety.

BREACH NOTIFICATION
Breaches of personal data will be reported to the DPO.  
The DPO will then identify, manage and resolve any personal data breaches. 
The Information commissioner’s Office (ICO) will be notified of a data breach within 72 hours of becoming aware of the breach.
Notification will include

· Description of the breach, including numbers and categories

· A contact name and details

· An assessment of the likely consequences

· The measures taken to mitigate or remedy the situation

ARCHIVED DATA ~ hard copies kept in locked storage area.
Ridgemount Cottage Nursery Ltd may retain data where there is a regulatory obligation to do so or, importantly, where we may need the data to establish a legal defence in the future.

DBS certificates are not kept on file.  The information stored is:

· A confidential record of the date the check was completed

· The level and type of check

· The reference number of the certificate

· The decision about whether the person was employed (with reasons).
ERASURE OF DATA ~ 
This may be done on request, where reasonable grounds exist.  
It will automatically be done within the time frames listed above.
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